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EXECUTIVE SUMMARY - THE ARGUMENT

Succeeded is not the same as finished

The AWS console tells you a change succeeded. It cannot tell you the change is finished,

and in our experience that ditference is where most operational risk lives.

Across a year of managed-services work on AWS, the incidents and near-misses we dealt with almost never
came from a service failing. The patch installed. The restore completed. The lifecycle rule saved. The upgrade
passed UAT. Each time, the ticket moved to “resolved” while something important was still unproven: whether
the application worked, whether the restored rows were the right rows, whether the rule touched only what it
should, whether anyone would ever schedule production.

THE ARGUMENT THE TOOL

Stop measuring operations by how fast The Five Proofs: isolation, reversal, out-
changes are closed. Start measuring how come, closure and review.

many are proven.

Closure speed rewards exactly the behaviour that creates risk. Each of the Five Proofs maps to a failure pattern
we have seen first-hand, and each one can be enforced with AWS services most teams already pay for.

We also put a number on the cost of not doing this. Using public AWS pricing, a single Multi-AZ database left on
an out-of-support engine version can cost more in Extended Support fees each year than the engineering time

needed to upgrade it. That money is spent silently, because nothing in a typical ticketing workflow notices that
the work is unfinished. The paper ends with a simple maturity model teams can use to assess themselves.
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01 - THE PROBLEM

Changes get closed, not finished

Ask most cloud support teams how they are doing and you will hear about speed. Tickets

closed this month. Mean time to acknowledge. SLA attainment.

These numbers are easy to collect, they look good on a monthly review slide, and they say almost nothing about
whether the environment is safer than it was last month.

The trouble is that a ticket records an action, not an outcome. “Patch applied” is an action. “Application verified
on the patched build, scanner finding re-checked and cleared” is an outcome. Most ticket templates only have a
field for the first one, so that is what gets written.

We started paying attention to this after noticing that our hardest weeks were rarely caused by a technical step
going wrong. They were caused by the gaps around the steps:

GAP 1 UNDOCUMENTED DIFFERENCE GAP 2 UNEXERCISED SAFEGUARD
A test environment that differed from productionin a A safeguard, such as a backup or an alarm, that
way nobody had written down. existed on paper but had never been exercised.
GAP 3 ORPHANED WORK GAP 4 STALE AUTOMATION
A piece of work whose risky half was done and An automation rule that did exactly what it was told
whose boring half had no owner and no date. for months after the reason for it had changed.

None of these show up in a closure-speed metric. Several of them actively improve it. A team that closes the
UAT ticket and quietly forgets production looks faster than a team that keeps the ticket open until production is
done.

02 - WHY AWS WIDENS THE GAP

Four ways AWS makes it sharper

This is not a cloud-only problem, but AWS makes it sharper in four specific ways.

01 Changes are cheap to make. Cloning a server from an AMI, restoring a database to a point in time or
saving an S3 lifecycle rule takes minutes. In a data centre, the effort of the change itself forced some
planning. On AWS the change is fast, so the planning has to be deliberate or it does not happen.

02 Success messages are about the API call, not your workload. A green “available” status on a restored
RDS instance means AWS finished its job. It does not mean the instance has the right security group, that
the restore point was the right one, or that the rows you need are in it.
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03 Automation keeps running after people move on. Lifecycle rules, scaling policies, scheduled stop and
start, budget actions: each one is written once by someone who understood the context, and then runs
unattended. A year later, the author may be on another project and the context has changed.

04 Some costs arrive without a decision. AWS now charges for staying on old versions of several managed
services. For RDS, an instance on a major version past its end of standard support is enrolled in paid
Extended Support automatically unless that was disabled. For example, RDS for MySQL 8.0 reached end
of standard support on July 31, 2026, and fleets that were not upgraded started paying a per-vCPU-hour
surcharge the next day. Nothing broke. Nothing alerted. The bill simply grew.

SHARED RESPONSIBILITY

AWS is responsible for running the change you asked for.
Proving it was the right change, done completely, is yours.

05


https://aws.amazon.com/blogs/database/upgrade-strategies-for-amazon-rds-for-mysql-8-0-to-8-4/
https://aws.amazon.com/blogs/database/upgrade-strategies-for-amazon-rds-for-mysql-8-0-to-8-4/

FROM CHANGE TO CONFIRMATION QCS TECH - WHITEPAPER SERIES

03 - THE FIVE PROOFS

The evidence a change must carry

The Five Proofs are the evidence a production change must carry before anyone is allowed
to call it finished.

They are deliberately small. Each one is a question with a concrete, checkable answer, and each one closes one
of the gaps described in section 1.

FIGURE 1

Each proot is evidence collected at a different point in one change

STAGE OF THE CHANGE

Test > Prepare > Change > Close > Operate

o Isolation o Reversal o Outcome ° Closure e Review

Test touched Rollback exists Someone else Every step has Automation has
nothing real and was tried saw it work owner and date areview date

The ticket closes only when all five carry evidence

I Read left to right: each stage of a change produces one proof, and the ticket cannot close until all five exist.

THE QUESTION IT

PROOF ANSWERS EVIDENCE THAT COUNTS EVIDENCE THAT DOES NOT
1. Isolation Could our test have Clone launched in an isolated subnet and 4 “We tested on a copy”
touched anything real? security group, with its outbound
dependencies listed and cut
2. Reversal If this goes wrong, how do ~ Snapshot or AMI ID recorded in the A “Backups are enabled”
we get back, and have we ticket; a restore of that type performed
tried it? within the last quarter
3. Outcome How do we know it worked A named validator, separate from the A “The command ran without
for the business, not just implementer, confirms a health check, a errors”
for AWS? row count, a scanner re-scan or a bill line
4. Closure Is any part of this still Every remaining step has an owneranda A “Production is next”
unfinished? date, or a signed deferral that states its
monthly cost
5. Review When will someone look at  Any rule that runs unattended has a A “Itis automated”
this again? review date and an owner in the runbook
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Two design choices matter more than the list itself

The validator is not the implementer. A deferral is allowed; drift is not.

The person who ran the change has every reason to Businesses defer things for good reasons. What the
believe it worked. Someone who knows the Five Proofs forbid is unrecorded deferral. If
application, and did not do the work, will check it production is postponed, someone with authority
differently. In a small team this can be the same two signs it, and the cost of waiting is written next to their
people swapping roles. It just cannot be one person name. A signed deferral is a decision. An unnoticed
checking themselves. one is drift.

The day-before checklist

In a change review, the Five Proofs become six questions. For a trivial change they take two minutes. For a data-
base upgrade they should take longer, and that is the point.

QUESTION WHAT A GOOD ANSWER LOOKS LIKE PROOF
What could this affect? The application, data, users and dependencies are named. 1 - ISOLATION
How do we undo it? A snapshot, AMI or rollback step exists, and someone has 2 - REVERSAL

confirmed it is usable.

What did the test prove? We can say what was tested and how the test environment 1 - ISOLATION
differs from production.

Who does it, and who checks it? An implementer, a separate validator and a window are agreed 3 - OUTCOME
and written down.

How will we know it worked? An observable check: a health endpoint, a row count, a metric, 3 - OUTCOME
a bill line.

What is left over, and what runs Remaining work has an owner and a date or a signed deferral; 4 - CLOSURE

unattended afterwards? any new rule has an owner and a review date. 5 . REVIEW
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04 - WHAT WE SAW IN THE FIELD

Six situations from environments we support

The Five Proofs came out of real work, not the other way round.

Details that could identify a customer have been removed. We have not added figures we did not measure.

4.1 - PROOF 1 - ISOLATION

Patching flagged EC2 instances

A vulnerability scan flagged several newly provisioned EC2 instances. Most findings needed OS package up-
grades; a few needed a newer OS release. We did the sensible thing and did not patch live servers first. We took
an AMI of each instance, launched a clone and patched the clone.

The risk that is easy to miss is that a clone of an application server carries the application’s configuration with it.
Unless someone changes it, the clone points at the production database endpoint, the production message
queue and whatever outbound mail relay the original uses. If the application starts fully, a “test” can process
real messages or send real email.

LESSON

A clone is a copy of the server, not a copy of the environment.

There is a second, quieter trap. An AMI created without a reboot is crash-consistent at best. If the application
writes heavily to disk, the clone may boot into a state the original never would, and the test then proves some-
thing about a server that does not exist. For anything stateful, we now plan a short stop or quiesce the applica-
tion before taking the image.

What we require today:

® every patch clone launches into a dedicated subnet whose security group denies outbound traffic except to
package repositories;

® afresh AMI or snapshot of the production instance is taken just before the change, and its ID goes in the
ticket;

® the rollback decision (at what point we stop and revert) is made before the change window opens, not
during it;

e “yum finished without errors” is treated as the start of testing; the ticket closes only after the application
owner confirms the main flows and the scanner re-scan shows the finding cleared.
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4.2 - PROOF 2 - REVERSAL

Recovering deleted rows from RDS

Rows were deleted from a production RDS database by mistake. Rolling the whole database back would have
lost every valid write made since. We used point-in-time recovery, which restores to a new instance rather than
rewinding the existing one, queried the restored copy and moved only the missing rows back.

It worked, but it depended on things nobody had checked that week. Automated backups had to be enabled

with enough retention, a setting someone chose long before. The restore time had to be pieced together from
application logs, and a mix-up between UTC and local time would have restored the wrong point. The new in-
stance also needs its security group, parameter group and subnet group checked before anyone can connect,
and it costs as much as a full database until it is deleted. Copying rows back is the riskiest step: foreign keys,
triggers and auto-increment values can turn a naive insert into a second incident.

What we changed:

® we check backup retention and the latest restorable time as part of routine reviews, not on the day we need
them;

® every recovery records four things in the ticket: the incident time, the chosen restore time (with its time
zone), who validated the recovered rows, and when the temporary instance was deleted;

® we rehearse a restore on a non-critical database every quarter and time it;

® the data owner, not the DBA, signs off that the data is correct.

LESSON

A restore that has never been rehearsed is a hope, not a control.

4.3 - PROOF 4 - CLOSURE

An RDS upgrade that passed UAT and stopped

This is the case that made us write the paper. AWS notified us that a database engine version in one environ-
ment was approaching end of standard support. We cloned UAT, upgraded the engine, ran the application tests
and got a clean pass. The UAT ticket was closed.

Production did not move. Nobody decided against it. The remaining work, a production backup, a maintenance
window, business sign-off, a check against the change freeze calendar, simply had no owner and no date. Mean-
while the instance stayed on the old version and Extended Support charges applied. For a Multi-AZ deployment,
those charges also cover the standby.

LESSON

Every individual did their job. The process had no way to notice
that a closed ticket represented half a piece of work.
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What we do now:

® the production task is created on the day UAT testing starts, with an owner and a target date, before anyone
knows the result;

® “days from UAT pass to production done” is a standing metric, and anything that keeps growing gets a
conversation;

® eachinstance’s Extended Support enrollment setting is checked; if enrollment is off, RDS will upgrade the
instance itself on or soon after the end-of-standard-support date, and that should be an upgrade you
planned, not one that finds you;

o afinal snapshot is taken before the production upgrade, and the rollback path is rehearsed. For a major
version, rollback usually means restoring from that snapshot, not downgrading;

® any deferral records who approved it and what it costs per month.

4.4 - PROOF 5 - REVIEW

Log retention on S3

Application and server logs were moved to S3 with a lifecycle rule to expire them after one year. The rule saved
without complaint.

A lifecycle rule is a deletion policy, and the console will not tell you if its scope is wrong. A rule on the whole
bucket catches prefixes nobody intended. With versioning enabled, expiry only adds a delete marker and old
versions keep costing money unless noncurrent versions are also expired. And per the S3 documentation [4], a
new expiration rule also applies to objects that already exist, so anything older than the period is queued for re-
moval at once.

Two more details tend to surprise people. A bucket policy cannot stop a lifecycle rule from deleting, so access
controls are no protection against a rule set too short. And moving logs to colder storage classes has its own
rules: some classes have minimum storage durations and minimum billable object sizes, so a bucket full of very
small log files can cost more after transition than before.

What we do now:

® the retention period comes in writing from whoever owns the audit requirement; the project team’s “one
year” is not enough on its own, because audit and security may need longer;

® after the first upload, someone opens a log file from S3 and checks that the right people can read it and the
wrong ones cannot, along with the bucket policy, encryption and Block Public Access;

® where logs may be needed for an investigation, we use S3 Object Lock or a legal-hold process instead of

relying on someone remembering to disable a rule in time;

® every lifecycle rule (bucket, prefix, versioning behaviour, transitions) is reviewed twice a year.

10
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4.5 - PROOF 3 - OUTCOME

Scaling on response time

We designed Auto Scaling for an EC2 fleet behind an Application Load Balancer and considered using ALB Tar-
getResponseTime to drive scale-in. On paper it looked ideal: if responses are fast, we have spare capacity.

The flaw shows up at night. A fleet serving almost no requests responds quickly whether it has two instances or
twenty, so a low response time does not mean capacity is safe to remove. Scale in on that alone and you can be
at minimum capacity just before morning traffic arrives, waiting minutes for new instances to warm up.

We now use request count per target as the primary target-tracking metric and treat response time as a con-
firming signal, alongside CPU and healthy target count. When a group has several target-tracking policies, it
scales out if any policy asks and scales in only when all agree [5], which is the behaviour we want. A few other
rules came out of the design review:

® memory is not a default EC2 metric; if it matters to the decision, the CloudWatch agent has to be installed
first;

® scale out quickly and scale in slowly, with sensible warm-up times, or the group will oscillate;

® minimum capacity is an availability decision before it is a cost decision, so it is agreed with the application

owner based on what can fail;
® the policy is load-tested with a realistic curve, including a quiet period followed by a sudden rise;

® scaling activity history is reviewed a week after go-live and again after a month, judged by whether users
noticed anything rather than whether alarms fired.

To be candid, this was a design review; we have no production scaling results to report yet.

4.6 - PROOF 3 - OUTCOME

Cost alerts nobody acted on

Spending in one account rose and nobody could say why. We set up AWS Budgets alerts and a cost review found
non-production EC2 instances running 24 hours a day when they were used only during working hours. We
agreed schedules with the owners and automated stop and start. The lessons we took from it:

An alert is an email, not an action. Stopping an instance saves compute, not
Budget data refreshes only a few times a day [6], so it is everything.

not a real-time control either. Every alert has a named EBS volumes, snapshots and some network charges
recipient who must write down the cause, using Cost continue. We report savings only after comparing a full
Explorer grouped by service and usage type. month’s bill with the month before.

11
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Schedules break things quietly.

An overnight batch job, a developer in another time zone
or a service another environment calls can all depend on a
stopped machine, and instances without an Elastic IP
return with a new public address. Owners agree schedules
in writing and get an easy way to switch them off for a day.
Production, and anything it depends on, stays off
schedules unless the impact has been reviewed and
approved.

QCS TECH - WHITEPAPER SERIES

Tag everything with an owner.

Untagged resources are the ones that run for a year
without anybody noticing.

12
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05 - THE PRICE OF UNFINISHED WORK

Paying for delay, on a line item nobody reads

A single production database left on an out-of-support engine can cost more than
US$56,000 in Extended Support over three years, for doing nothing.

That figure is not a forecast from our engagements; it is arithmetic on AWS’s published model, and it is the
clearest way we know to explain Proof 4 to a budget holder.

AWS bills RDS Extended Support per vCPU per hour, on top of normal instance charges. In AWS’s own worked
example, the rate is US$0.100 per vCPU-hour for the first two years and US$0.200 for the third. The same post
makes three points that most teams discover late: the charge applies to every replica and Multi-AZ standby, Re-
served Instance discounts do not apply to it, and it appears as a separate line item that you can find in Cost Ex-
plorer by filtering usage type for “ExtendedSupport”.

Annual charge = vCPUsbilled * rate per vCPU-hour »* 8,760 hours

Take an ordinary production setup: one 8-vCPU instance with a Multi-AZ standby, so 16 vCPUs are billed.

PERIOD RATE (US$ PER VCPU-HOUR) CHARGE FOR 16 VCPUS (US$)
Year 1 0.100 14,016
Year 2 0.100 14,016
Year 3 0.200 28,032
Three-year total 56,064

Rates differ by region, so rerun this with the current price for your engine and region before quoting it internally. AWS publishes a
sample script that lists eligible instances across an organisation and estimates the charge for each.

The point is not that Extended Support is bad. It is a reasonable option when an application genuinely cannot
move yet. The point is that it should be bought on purpose. A major-version upgrade with a tested rollback is
typically measured in days of engineering effort. Leaving it undone is measured in tens of thousands of dollars a
year, paid in a line item nobody reads.

WHY PROOF 4 IS A FINANCIAL CONTROL

That asymmetry is why we treat closure as a financial control
and not just an operational one.
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06 - BUILDING THE PROOFS INTO AWS

No new product required

None of the Five Proofs needs a new product. Each one can be backed by AWS services that

most accounts already have.

That way the evidence is produced as part of the work rather than typed into a ticket afterwards.

FIGURE 2

Reference architecture: operational evidence across the AWS change lifecycle

PRODUCTION CHANGE Patch - Restore - Upgrade - Configuration change - Automation rule (e.g. S3 lifecycle)
AWS WORKLOAD LAYER Amazon EC2 Amazon RDS Amazon S3 Auto Scaling
where the change is made compute database storage availability and scale

v

N
FIVE PROOFS CONTROL LAYER - AWS SERVICES THAT GENERATE THE EVIDENCE
o Isolation o Reversal e Outcome e Closure e Review
Proved it only touched Proved we can roll back Proved it worked for the Proved nothing is Proved it will be looked
what it should if needed business unfinished at again
Amazon VPC AWS Backup Amazon CloudWatch AWS Health AWS Config
Isolated subnet AMIs CloudWatch Synthetics AWS Budgets Tags (owner, review-by)
Security groups EBS snapshots Amazon Inspector AWS Cost Explorer EventBridge Scheduler
Systems Manager RDS PITR Change ticket

EVIDENCE & DECISION (o]

ange ticket Named owner Validation Review date Closure decision

Elll accountable independent check next look proven, can close

How the Five Proofs can be implemented on AWS to turn a change from “done” into “proven”. A production change is complete
only when operational evidence confirms all five proofs.

PROOF AWS SERVICES WE LEAN ON HOW WE USE THEM

1. Isolation Amazon VPC, security groups, AWS A standing “quarantine” subnet and security group for clones, with
Systems Manager Session Manager outbound traffic limited to package repositories. Access through
Session Manager, so no inbound ports are opened for testing.

2. Reversal AWS Backup restore testing, RDS AWS Backup restore testing runs scheduled restores and can call a
point-in-time recovery, RDS Blue/ Lambda function through EventBridge to validate the restored
Green Deployments, AMIs and EBS resource and record a pass or fail. That turns “we could restore” into
snapshots a dated result.

14
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PROOF AWS SERVICES WE LEAN ON

QCS TECH - WHITEPAPER SERIES

HOW WE USE THEM

3. Outcome Amazon CloudWatch alarms and
Synthetics canaries, Amazon
Inspector, Cost Explorer

4. Closure AWS Health, Cost Explorer, AWS
Budgets, your ticketing system

5. Review Resource tags, AWS Config,
Amazon EventBridge Scheduler

Every change runbook ends with a check a second person can see: a
canary passing, an Inspector finding closed, a metric back in range, a
bill line that moved.

AWS Health events for scheduled end-of-support dates are routed to
a named owner, not a shared inbox. A monthly Cost Explorer view
filtered on the ExtendedSupport usage type shows any database
paying for delay.

Every unattended rule (lifecycle, scaling, scheduled stop and start,
budget action) carries two tags: owner and review-by. A Config rule
or a simple scheduled report lists anything past its review date.

The cheapest idea in this paper, and probably the most useful. The owner and review-by tagging convention

costs nothing, works across every service that supports tags, and answers the question we kept asking during

incidents: who wrote this rule, and is it still meant to be here?

15



FROM CHANGE TO CONFIRMATION

07 - MATURITY MODEL

QCS TECH

Where does your team stand?

In our experience, most teams sit at level 2: they write things down, but they rarely prove them. Use the model

to place your own team honestly, then aim one level up, not three.

|

Reactive

Changes are done and
closed by the same
person. Backups exist;
nobody has restored one
recently.

Incidents are explained
after the fact with “we
assumed”.

2

Recorded

Change tickets have
rollback plans and
snapshot IDs. Post-
change checks happen
but are not written down.

UAT and production are
tracked as separate tickets
that drift apart.

THE JUMP THAT MATTERS

3

Proven

A second person
validates every
production change.
Restores are rehearsed
quarterly. Deferrals are
signed and costed.

The team can show
evidence for a change
without asking the
engineer who did it.

4

Measured

The proofs are reported
monthly, and automation
has owners and review
dates enforced by tagging
and AWS Config.

Leadership asks “how
many changes were
proven?” rather than “how
many were closed?”

Moving from level 2 to level 3 is mostly a change in habit, not

tooling.

WHITEPAPER SERIES
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08 - CONCLUSION

Count what was proven, not what was closed

AWS made the hard parts of infrastructure fast. What it did not make faster is knowing
whether the result is right, and that is the part we, as operators, are paid for.

Our position is simple. Stop counting how many changes were closed and start counting how many were
proven. Ask every production change for five pieces of evidence: it was tested in isolation, it can be reversed,
someone other than the implementer saw it work, nothing is left without an owner, and anything automated has
a date when someone will look at it again.

It is not a clever idea. In our experience it prevents more trouble, and saves more money, than most of the clev-
er ones.

NEXT STEP

I you would like to compare notes, or have us run a Five Proofs review of your own

AWS environment, contact the Cloud Operations practice.
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